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1. After logging in to the digital banking platform, go to the “Tools” widget then select
“Settings” and navigate to the “Security” sub tab.
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1. Under the “Two Factor Authentication” section, locate the “Tokens option and click “View Details”.
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SMS Email

0 Phone Numbers 1 Email Addresses PREFERRED METHOD -
View Details View Details

Authentication App Voice Call

Authentication App Not Enrolled 0 Phone Mumbers

View Details View Details

Tokens

0 Tokens

View Details

3. From the pop-out window choose “Soft Token”

Add New Token

Soft Token .
A software-based security token that generates a single-use login PIM.
Register Hard Token \
A hardware-based security token that generates a single-use login PIN.
Request Hard Token N

Send a request for a hardware-based security token to be provided to you.
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4, The pop-out window will then instruct you to download the Entrust Identity mobile app. Click next and follow the
instructions below on how to download the app.

=
/

Soft Token

Download and install the Entrust ldentity mobile app from Google
Play or iOS App Store.

GETITON

s Dow on the
& App Store *® Google Play
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5. Download the Entrust Identity Mobile Application from your App Store or Google Play Store and
search for "Entrust IdentityGuard Mobile App.”

ioenTITES H EnTRUST

CJ 7912 0441 @ENTRUST

C/ 7‘.936 4991

4454 4636

Serlal Number 27026-27031

n:28 « T

= app stoce

END USER LICENSE AGREEMENT ADD ACCOUNT

Let's get started.
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7. On your digital banking screen, enter a name for your token and click next.

Soft Token

Create a name for your new token.

Token Name

Kayla's Token

13 /50

[ Back
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8. The Serial number and activation code will be displayed on your screen. You will need to
enter this information into the "Entrust IdentityGuard Mobile" app on your phone.

Soft Token

Enter the name, serial number, and activation code provided here into the
Entrust App.

Token Mame

Kayla's Token

Serial Mumber

25955-91914

Activation Code

9332-3173-6969-4151
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9. Navigate back to the Entrust IdentityGuard Mobile app on your phone:
1. Click the blue plus sign on the bottom right of the app
1. Select "Manual" option within Identities.
3. Enter your token name under "Name"

4, Leave Provider URL blank

5. Enter the serial number and activation displayed on your screen on the Mascoma Bank website

6. Click the purple checkmark to move forward

14:10 w =

M « Smart Card

Soft Token Activation

Fill these fields to proceed with the activation.

Name

& Soft Token Demo

B Provider URL

Serial Number
# 76501-80512

Activation Cade

OF 5314153782705195

Passcode Identity Q

Manual rd

QR Code [N

X Add Identity

® A B O

Identities Actians QR Scan Settings.
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10. On the following screen in the app:

Do NOT select the Activate option yet as the Registration Code needs to be entered into your

computer screen.

a. Enter the Registration Code displayed in your mobile app into the digital banking screen.

14:10 w7
« ACTIVATE IDENTITY

Enter the code below on your portal page, or give it to
your administrator or help desk, to complete the
activation process. This code will not be displayed
again.

Reagistration Code

20176-68142
Soft Token
8 I have provided the registration code to the

portal, administrator or help desk Enter the registration code from the Entrust Identity app to register this soft

token.

Registration Code

20176-68142

4 o

Actions QR Scan Settings

b. Click “Next” on your computer screen

€. Inthe mobile app check the box to confirm you have entered the registration code on
your computer. Then hit “Activate” on your mobile device.

10



Digital Banking Security Token User Guide: Soft Tokens

11. The computer will prompt you to enter a verification code. Click “send code” then Enter the
verification code that was sent to email or by text message. Click Verify. You should then reveive the
below “success” message

©

Soft Token Registered Successfully

Your new token has been added and may now be used for Two-
factor Authentication.

12. On the Entrust IdentityGuard App, enter and confirm a 4 digit PIN number of your choice.

CONFIRM IDENTITY PIN

CHOOSE IDENTITY PIN

Enter your new ldentity PIN. Confirm Identity PIN
a a8

Identity PIN Rules Identity PIN Rules

@ You must enter a PIN containing 4 digits. @ Must match previously entered Identity PIN

NEXT BACK CONFIRM

11
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Using your Entrust IdentityGuard Security Token

13. When accessing your Entrust IdentityGuard App to receive a security token, you will
need to select Verify and enter your 4-digit PIN number to confirm your identity.

14.Your Token Code will then appear and can be entered into the multi-factor
authentication box on your computer screen.

13:09 w ! T 1310 Ml 100

IDENTITIES
IDENTITIES «—

TOKENS
TOKENS

Unlock Token Identity Soft Token Demo

Soft Token Demo Soft Token Demo
Verify 6654 0885
Forgat your PIN?
1 2 3
4 5 6
7 8 9
. 0 & =
= & &
® a i o e oA scan s°

Astions GR Sean Settings
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